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Abstract In recent year, the Internet of Things (IoT) has
drawn significant research attention. IoT is considered as a
part of the Internet of the future and will comprise billions of
intelligent communicating ‘things’. The future of the Internet
will consist of heterogeneously connected devices that will
further extend the borders of the world with physical entities
and virtual components. The Internet of Things (IoT) will
empower the connected things with new capabilities. In this
survey, the definitions, architecture, fundamental technolo-
gies, and applications of IoT are systematically reviewed.
Firstly, various definitions of IoT are introduced; secondly,
emerging techniques for the implementation of IoT are
discussed; thirdly, some open issues related to the IoT appli-
cations are explored; finally, the major challenges which need
addressing by the research community and corresponding
potential solutions are investigated.
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1 Introduction

Pretz has indicated that the Internet of things (IoT) is a things-
connected network, where things are wirelessly connected via
smart sensors (Pretz 2013); IoT is able to interact without
human intervention. Some preliminary IoT applications have
been already developed in healthcare, transportation, and au-
tomotive industries (He et al. 2014; Joshi and Kim 2013; Pretz
2013). Currently, IoT technologies are at their infant stages;
however, many new developments have occurred in the inte-
gration of objects with sensors in the cloud-based Internet
(Hepp et al. 2007; Joshi and Kim 2013; Pretz 2013). The
development of IoT involves many issues such as infrastruc-
ture, communications, interfaces, protocols, and standards.
We are motivated to summarize the research progress
achieved so far in the development, standardization, and se-
curity assurance of IoT enabling technologies, and to identify
critical research topics and future research directions of IoT.

The rest of the paper is organized as follows: Section 1
mainly provides an overview of the definitions, current re-
search, standards, and future research of IoT. In Section 2, the
current research on IoT system architecture is discussed. In
Section 3, the enabling technologies of IoTare investigated. In
Section 4, the applications of IoT are reviewed. Finally, some
emerging research issues are identified and the future research
directions are discussed.

1.1 The concept of IoT

Kevin Ashton firstly proposed the concept of IoT in 1999, and
he referred the IoT as uniquely identifiable interoperable con-
nected objects with radio-frequency identification (RFID)
technology. However, the exact definition of IoT is still in
the forming process that is subject to the perspectives taken
(Hepp et al. 2007; Joshi and Kim 2013; Pretz 2013). IoT was
generally defined as “dynamic global network infrastructure
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with self-configuring capabilities based on standards and in-
teroperable communication protocols; physical and virtual
‘things’ in an IoT have identities and attributes and are capable
of using intelligent interfaces and being integrated as an
information network” (IERC 2013; Kirtsis 2011; Li et al.
2012a, b). Basically, the IoT can be treated as a superset of
connecting devices that are uniquely identifiable by existing
near field communication (NFC) techniques (ETSI 2013). The
words “Internet” and “Things” mean an inter-connected
world-wide network based on sensory, communication, net-
working, and information processing technologies, which
might be the new version of information and communications
technology (ICT) (Kranenburg 2013; Marry 2013). Despite
the argument on the definition of IoT, it has been discussed
widely and corresponding technologies have been rapidly
developed by various institutions (Guo et al. 2012; Hepp
et al. 2007; ITU 2013; Li et al. 2013b; Pretz 2013); in partic-
ular, intelligent sensing and wireless communication tech-
niques have become part of the IoT and new challenges and
research horizons have emerged (Hunter et al. 2012;
Wilamowski 2010). The International Telecommunication
Union (ITU) discussed the enabling technologies, potential
markets, and emerging challenges and the implications of the
IoT (Frenken et al. 2008; ITU 2013). The evolvement of IoT
can be illustrated by several phases as shown in Fig. 1. The
IoT is initiated by the use of RFID technology, which is
increasingly used in logistics, pharmaceutical production, re-
tail, and diverse industries (Fielding and Taylor 2002; Guinard
et al. 2010; Guinard et al. 2009; Xu 2011b).

The emerging wirelessly sensory technologies have signif-
icantly extended the sensory capabilities of devices and there-
fore the original concept of IoT hence is extending to ambient
intelligence and autonomous control. To date, a number of
technologies are involved in IoT, such as wireless sensor
networks (WSNs), barcodes, intelligent sensing, RFID,
NFC, low energy wireless communications, cloud computing,

and so on (Jiang et al. 2014; Kataev et al. 2013; Li et al. 2013a;
Ren et al. 2012; Tao et al. 2014a, b; Wang et al. 2014).
Evolutions of these technologies bring new technologies to
IoT (Deng et al. 2010; Kranenburg and Anzelmo 2011; Li
et al. 2012a, b; Malatras et al. 2008; Miorandi et al. 2012;
Pautasso and Wilde 2009; Peris-Lopez et al. 2006; Vermesan
2013; Wang 2012). The IoT describes the next generation of
Internet, where the physical things could be accessed and
identified through the Internet.

Depending on various technologies for the implementa-
tion, the definition of the IoT varies. However, the fundamen-
tal of IoT implies that objects in an IoT can be identified
uniquely in the virtual representations. Within an IoT, all
things are able to exchange data and if needed, process data
according to predefined schemes.

1.2 Current research

In the last decade, the RFID-based identification has been
widely used in logistics, retail, and pharmaceutics. Since
2010 (Kranenburg and Anzelmo 2011; Malatras et al. 2008;
Miorandi et al. 2012), with the advances in intelligent sensors,
low energy wireless communication, and sensor network
technologies, a large number of ‘things’ can be networked as
an IoT (Li and Liu 2012; Welbourne et al. 2009). To provide
better services to end-users or applications, the technical stan-
dards should be designed for IoT in terms of the specifications
of data exchange, processing, and communications within the
network. The success of IoT depends on the standardization,
which provides interoperability, compatibility, reliability, and
effectiveness of the operations on a global scale. Objects in an
IoT must be able to communicate and exchange data with
each other autonomously (Juels 2006; Mitrokotsa et al. 2013).
When millions even billions of things can be integrated seam-
lessly and effective, IoT can be applied widely in numerous

Fig. 1 Evolution of the IoT
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areas (EPCglobal 2013; Joshi and Kim 2013; Li 2013; Mutti
and Floerkemeier 2008).

Both developed and developing countries have recognized
the importance and potential of IoT and proposed their nation-
al strategies in exploring IoT enabling technologies. For ex-
ample, the UK government has launched a £5 m project on
IoT technology and innovation (Fleisch 2013; Klair et al.
2010). In European Union (EU), the IoT European Research
Cluster (IERC) (http://www.rfid-in-action.eu/cerp/) sponsored
a number of cooperative projects on the fundamental research
related to IoT. In these projects, the applications and end-users
provide the specific requirements to drive the theoretical stud-
ies. For example, the project of Internet of Things Architecture
(IoT-A) was to develop the reference model and architecture
of IoT to meet the specific needs in the applications.
Meanwhile, the European Telecommunications Standards
Institute (ETSI) is responsible to make the policies related to
IoT (Floerkemeier et al. 2007; Gama et al. 2012; Welbourne
et al. 2009). Japan proposed “u-Japan x ICT” and “i-Japan
strategies” in 2008 and 2009; these projects aimed at
deploying IoT in all areas of daily lives. In the United States,
the Information Technology & Innovation Foundation (ITIF)
indicated that new information and communication technolo-
gies (ICT) can be an effective way to improve traditional and
information technology infrastructure, and will have a greater
positive impact on productivity and innovation. The focused
sectors of ICT developments in US are energy, broadband
technologies, rural utilities services, and health information
technologies (He and Xu 2014; Xu 2011a). South Korea
conducted RFID/USN and “New IT Strategy” program to
advance the IoT infrastructure development. In China, the
government officially launched the “Sensing China” project
in June 2010; the objective of the project was to develop the
technologies so that any objects in an environment have
identity tags, which are able to broadcast information and such
information can be accessed through the Internet. People could
be tracked within the IoT and any condition variables can be
monitored, so that the performances of the networked systems
can be optimized to reduce wastes and costs.

1.3 Standards

It is argued that the lack of standards may decrease the
competitiveness of IoT products (Broll et al. 2009; Dada and
Thiesse 2008; Floerkemeier et al. 2007; Gama et al. 2012; Ilic
et al. 2009; Karpischek et al. 2009; Li et al. 2014a, b). In the
past decade, a number of technical standards have been de-
veloped by various organizations; these standards are playing
more and more important role to the success of IoT. In partic-
ular, the standards for middleware and interfaces are extreme-
ly important. The research efforts include: (1) designing pol-
icies and distributed architecture; (2) ensuring the privacy and
protecting users; (3) realizing the trustiness, acceptability, and

security of networks; (4) developing standards; (5) exploring
new enabling technologies such as micro-electronic-
mechanical system (MEMS) devices and ubiquitous localiza-
tion (Karpischek et al. 2009; Li et al. 2014a, b).

Standards on IoT have attracted a great deal of attention in
many countries. Internationally (Broll et al. 2009; Dada and
Thiesse 2008; Floerkemeier et al. 2007; Gama et al. 2012; Ilic
et al. 2009; Karpischek et al. 2009; Li et al. 2014a, b), the ITU,
Electronic Product Code global (EPCglobal), International
Electro-technical Commission (IEC), International
Organization for Standardization (ISO), and IEEE have pro-
vided a set of standards to identify, capture, and share data
using RFID technologies. Regionally, the European
Telecommunications Standards Institute (ETSI) and
European Committee for Electro-technical Standardization
(CEN/CENELEC) have released a set of standards on the
fundamental technologies in IoT, such as RFID, WSN, etc.
The American National Standards Institute (ANSI) in US is
working on the management standards of IoT. The study on
IoT in US has become a national research priority; IoT is
expected to be applied in military, logistics, industrial auto-
mation, retail industry, airports, public-transit hubs, and hos-
pitals. In Japan, the “uID” was developed as an infrastructure
to connect fundamental researches with applied research and
development (Li et al. 2014a, b). The China Communications
Standards Association and the China Electronics
Standardization Institute (CESI) are working on the standards
of semi-passive RFID and ultra high frequency (UHF) band
RFID. 973 Projects have been developed in China on the
standardization and fundamental techniques of IoT (Guinard
et al. 2010). Table 1 summarizes the standards involved in IoT.

IoT standardization takes efficiency and availability of
specifications into account (Marry 2013; Vilamovska et al.
2012). While many organizations are working on the primary
standards for IoT, a global collaboration between standards
bodies is necessary to deal with the lack of consistency among
standards bodies and the standards; the World Standards
Cooperation (WSC) should be able to manage the relation-
ships between the international standards bodies and regional
standards bodies.

Besides, it is worth to emphasize the importance of stan-
dards for the technological development of IoT. On one hand,
standards help the developers and users to determine the best
technical protocols for dynamic applications and services in
IoT. On the other hand, the standardization of the technologies
in IoT is important and urgent which can and will accelerate
the spread of IoT technology. Figure 2 summarizes the en-
abling technologies for IoT.

1.4 Research trend of IoT

The IoT emphasises on the interactions among the networked
things. The emerging technologies such as sensing, ubiquitous

Inf Syst Front (2015) 17:243–259 245

http://www.rfid-in-action.eu/cerp/


computing, cloud computing, and wireless sensing, making an
IoT capable of configuring machine-to-machine (M2M) net-
works, sensors networks, and ultimately, ubiquitous networks.
Currently, researchers are studying the techniques for the
interactions between human and environment, human and
machine, as well as ubiquitous computing. In the long term,
the trend of IoT is the fusion of sensing and Internet; all of the
networked things should be flexible, smart, and autonomous
enough to provide required services. IoT will provide our

daily lives with desired connectivity and intelligence (Pretz
2013).

2 Service-oriented architecture

A critical requirement of an IoT is that the things in the
network must be inter-connected. IoT system architecture
must guarantee the operations of IoT, which bridges the gap
between the physical and the virtual worlds. Design of IoT
architecture involves many factors such as networking, com-
munication, business models and processes, and security
(Ulmer et al. 2013; van Looy et al. 2014). In designing the
architecture of IoT, the extensibility, scalability, and interop-
erability among heterogeneous devices and their business
models should be taken into consideration. Due to the fact
that things may move geographically and need to interact with

Table 1 A summary of Stan-
dards in IoT (Broll et al. 2009;
Dada and Thiesse 2008;
Floerkemeier et al. 2007; Gama et
al. 2012; Ilic et al. 2009;
Karpischek et al. 2009; Li et al.
2014a, b)

Technologies Standards

Communication IEEE 802.15.4(ZigBee)

IEEE 802.11 (WLAN)

IEEE 802.15.1(Bluetooth, Low energy Bluetooth)

IEEE 802.15.6 (Wireless Body Area Networks)

IEEE 1888

IPv6

3G/4G

UWB

RFID RFID tag ISO 11784

RFID air interface Protocol: ISO 11785

RFID payment system and contactless smart card: ISO 14443/15693

Mobile RFID: , ISO/IEC 18092 ISO/IEC 29143

ISO 18000-1 – Generic Parameters for the Air Interface for Globally
Accepted Frequencies

ISO 18000-2 – for frequencies below 135 kHz

ISO 18000-3 – for 13.56 MHz

ISO 18000-4 – for 2.45 GHz

ISO 18000-6 – for 860 to 960 MHz

ISO 18000-7 – for 433 MHz

Data content and encoding EPC Global Electronic Product Code, or EPCTM

EPC Global Physical Mark Up Language

EPC Global Object Naming Service (ONS)

Electronic product code Auto-ID: Global Trade Identification Number (GTIN), Serial Shipping
Container Code (SSCC), and the Global Location Number (GLN).

Sensor ISO/IEC JTC1 SC31 and ISO/IEC

JTC1 WG7

Sensor Interfaces: IEEE 1451.x, IEC SC 17B, EPC global, ISO TC 211,
ISO TC 205

Network Management ZigBee Alliance, IETF SNMP WG, ITU-T SG 2,

ITU-T SG 16, IEEE 1588

Middle ISO TC 205, ITU-T SG 16

QoS ITU-T, IETF

Fig. 2 Enabling Technologies for IoT
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others in real-time mode, IoT architecture should be adaptive
to make devices interact with other things dynamically and
support unambiguous communication of events. In addition,
IoT should possess the decentralized and heterogeneous
nature.

In IoT, service-oriented architecture (SoA) might be imper-
ative for the service providers and users (Ciganek et al. 2014;
Hachani et al. 2013). SoA ensures the interoperability among
the heterogeneous devices inmultiple ways (Panetto and Cecil
2013; Jardim-Goncalves et al. 2013; Wang and Xu 2012).
Figure 3 provides a generic SoA, which consists of four layers
with distinguished functionalities as below:

& Sensing layer is integratedwith available hardware objects
to sense the statuses of things;

& Network layer is the infrastructure to support over wireless
or wired connections among things;

& Service layer is to create and manage services required by
users or applications;

& Interfaces layer consists of the interaction methods with
users or applications.

The SoA treats a complex system as a set of well-defined
simple objects or subsystems (Xu 2011a). Those objects or
subsystems can be reused and maintained individually; there-
fore, the software and hardware components in an IoT can be
reused and upgraded efficiently. Due to these advantages, SoA
has been widely applied as a mainstream architecture for
wireless sensors networks (Alcaraz and Lopez 2010; Roman
et al. 2011; Roman and Lopez 2009). When SoA is applied in
IoT, it is designed to provide the extensibility, scalability,
modularity, and interoperability among heterogeneous things;
in addition, the functionalities and capabilities are abstracted
into a common set of services (Xiao et al. 2014). Figure 3
provides an example of SoA proposed for IoT (Roman and
Lopez 2009), and the details of its components are discussed
below.

2.1 Sensing layer

IoT is expected to be a world-wide physical inner-connected
network, in which things are connected seamlessly and can be
controlled remotely. In the sensing layer, the smart systems on
tags or sensors are able to automatically sense the environ-
ment and exchange data among devices.

In the past few years, advanced sensing and communica-
tion technologies made things with RFID or sensors more
versatile and accessible, which extends the capability of IoT
significantly in sense that things can be uniquely identified
and the surrounding environments can be monitored for var-
ious purposes and applications. Every object in IoT holds a
digital identity and can be easily tracked in the digital domain.
The technique of assigned unique identity to an object is
called a universal unique identifier (UUID). In particular,
UUID is critical to successful services deployment in a huge
network like IoT. The identifiers might refer to names and
addresses.

In determining the sensing layer of an IoT, the following
aspects should be taken into consideration:

& Cost, size, resource, and energy consumption. The things
might be equipped with sensing devices such as RFID
tags, sensor node. Due to a large number of sensors in
complex system applications, intelligent devices should
be designed to minimize required resources as well as
costs.

& Deployment. The sensing things (RFID tags, sensors, etc.)
can be deployed one-time, or incrementally, or randomly
depending on the requirements of applications.

& Heterogeneity. Avariety of things with different properties
can make the IoT very heterogeneous.

& Communication. Sensors must be communicable to make
things accessible and retrievable.

& Network. The things are organized as multi-hop, mesh or
ad hoc networks.

Fig. 3 Service-oriented architecture for IoT
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As the scale of IoT increases, a large number of hardware
and software components can be involved; therefore, IoT
should also possess the following features:

& Energy efficiency. Sensors should be active all the time to
acquire real-time data. This brings the challenge to supply
power to sensors; high energy efficiency allows sensors to
work a longer period time without the discontinuity of
service.

& Protocols. Different things existing in IoT provide multi-
ple functions of systems. IoT must support the coexistence
of different communications such as WLAN, ZigBee, and
Bluetooth.

From the perspective of hardware design, the main issues
of hardware design are wireless identifiable systems, ultra-low
cost tags, and smart/mobile sensors (Fig. 4).

2.2 Network layer

The network layer in IoT, connects all things and allows them
be aware of their surroundings. Via the network layer, things
can share data with the connected things, which is crucial to
intelligent events management and processing in IoT.
Moreover, the networking layer is capable of aggregating data
from existing IT infrastructures; data can then be transmitted
to decision-making units for the high-level complex services.
In a SoA, the services are always performed by the things,
which are deployed in a heterogeneous network. Relevant
things can also be integrated through the service Internet.
The communication in the network might involve the
Quality of Service (QoS) to guarantee reliable services for
different users or applications (Li et al. 2014a; Zheng et al.
2014b).

On the other hand, it is essential for a network to
automatically discover and map things in network.
Things need to be assigned roles automatically to de-
ploy, manage, and schedule the behaviours of things
and be able to switch to any roles at any time as
required. This enables devices to perform tasks collab-
oratively. In the networking layer, the following issues
should be addressed:

& Network management technologies including managing
fixed, wireless, mobile networks

& Network energy efficiency
& Requirements of QoS
& Technologies for mining and searching
& Data and signal processing
& Security and privacy

Among these issues, information confidentiality and hu-
man privacy security are critical because of its deployment,
mobility, and complexity. For information confidentiality, the
existing encryption technology used in WSNs can be extend-
ed and deployed in IoT. However, it may increase the com-
plexity of IoT. The existing network security technologies can
provide a basis for privacy and security in IoT, but more work
still need to be done. For example, since an IoTconnects many
personal things, which brings the potential risk regarding
privacy.

2.3 Service layer

Service layer relies on the middleware technology, which is a
key enabler of services and applications in IoT. The
middleware technology provides a cost-effective platform,
where the hardware and software platforms can be reused.

Wireless Communication Intelligent Sensor

RFID System

Sense

Actuate

Identify

Interact

Communication

IoT Sensing
Layer

Functions of Sensing Layer in IoT

Fig. 4 Functions of sensing layer
in IoT
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The service layer involves activities required by the middle
service specifications. The services in the service layer run
directly on the network to effectively locate new services for
an application and retrieve metadata dynamically about ser-
vices. Most of specifications are undertaken by various stan-
dards developed by different organizations. However, a uni-
versally accepted service layer is important for IoT. A practical
service layer consists of a minimum set of the common
requirements of applications, application programming inter-
faces (APIs), and protocols supporting required applications
and services.

All of the service-oriented activities, such as information
exchanging and storage, management of data, ontologies da-
tabase, search engines and communication, are performed at
the service layer. The activities are conducted by the following
components:

& Service discovery finds objects that can provide the re-
quired service and information in an effective way.

& Service composition enables the interaction among con-
nected things. The discovery exploits the relationships of
things to find the desired service, and the service compo-
sition schedules or re-creates more suitable service to
obtain the most reliable services.

& Trustworthiness management aims at understanding how
the information provided by other services has to be
processed.

& Service APIs provides the interactions between services
required by users.

An SOCRADES integration architecture (SIA) has been
proposed that can be used to interact between applications
and service layers effectively. According to Kranenburg
(2013) and Vermesan (2013), the things are abstracted into
the devices, which provide services at low-levels such as
network discovery services, metadata exchange services,
and asynchronous publish and subscribing events. A repre-
sentation state transfer (REST) is defined to increase inter-
operability for loosely-coupled between services and
distributed applications (Peris-Lopez et al. 2006).
Traditionally, a service layer provides the universal API
for applications, but recent research results has shown that
the service provisioning process (SPP) can effectively pro-
vide the interaction between the applications and services
(Hernandez-Castro et al. 2013). The SPP firstly perform a
“types query”, which sends a request for services with a
generic WSDL format, then “candidate search” is called to
find the potential services. Based on the “Application
Context” and “QoS Information”, the service instance is
ranked and a “On-Demand Service Provisioning”will try to
discover a service instance that matches the application’s
requirements. At the end, a “Process Evaluation” is used to
evaluate the process.

2.4 Interface layer

In IoT, a large number of devices are involved; those devices
can be provided by different vendors and hence do not always
comply with same standards. The compatibility issue among
the heterogeneous things must be addressed for the interac-
tions among things. Compatibility involves in information
exchanging, communication, and events processing. There is
a strong need for an effective interface mechanism to simplify
the management and interconnection of things.

An interface profile (IFP) can be seen as a subset of service
standards that allows a minimal interaction with the applica-
tions running on application layers. The interface profiles are
used to describe the specifications between applications and
services. An illustration of the interface layer is the implemen-
tation of Universal Plug and Play (UPnP), which specifies a
protocol for the seamless interactions among heterogeneous
things.

3 Enabling technologies

3.1 Identification and tracking technologies

The concept of IoT was coined based on the RFID-enabled
identification and tracking technologies. A basic RFID system
is composed of an RFID reader and an RFID tag. Due to its
capability to identify, trace, and track, the RFID system has
been widely applied in logistics, such as package tracking,
supply chain management, healthcare applications, etc.
(Krapelse 2013; Lam and Ip 2012; Li 2012; Xu 2011b). A
RFID system could provide sufficient real-time information
about things in IoT, which are very useful to manufacturers,
distributors, and retailers. For example, RFID application in
supply chain management can improve inventory manage-
ment. Some identified advantages include reduced labour
cost, simplified business processes, and improved efficiency.

Recently, it was reported that 3 % EU companies are using
RFID (Kranenburg and Anzelmo 2011). In the RFID-based
applications, 56 % for access control, 29 % for supply chain,
25 % for motorway tolls, 24 % for security control, 21 %
product control, and 15 % for asset management. The next
generation of RFID technology will focus on the item level
RFID usage and RFID-aware management issues. Although
RFID technology is successfully used in many areas, it is still
evolving in developing active systems, Inkjet-printing based
RFID, and management technologies (Hepp et al. 2007).
Other identified problems need to be solved for using in IoT,
include:

& Collision of RFID readings. It covers the collisions be-
tween RFID readers or RFID tags and multiple reads of
the same RFID tag.
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& Signal Interferences. Interference occurs within an RFID
system or with other radio-based devices.

& Privacy Protection. It covers customer privacy and the
confidentiality of RFID tags that can be scanned by au-
thorized RFID scanners.

& Standards. Universally applicable standards are still lack-
ing for RFIDs.

& Integration. The integration of RFID and smart sensors.

3.2 Integration of WSN and RFID

Many types of intelligent sensors have been developed based
on physical principles of infrared, γ-ray, pressure, vibration,
electromagnetic, biosensor, and X-ray. Data from those sen-
sors in IoT can be acquired and integrated for analysis,
decision-making, and storage. Examples of RFID integrated
sensors are On/Off-board locating sensor, sensor tags, inde-
pendent tag and sensor devices, and RFID reading systems
(Pretz 2013; Miorandi et al. 2012).

The integration of sensors and RFID empowers IoT in the
implementations of industrial services and the further deploy-
ment of services in extended applications. IoT integrating with
RFID and WSNs makes it possible to develop IoT applica-
tions in healthcare, decision-making of complex systems, and
smart systems such as smart transportation, smart city, or
smart rehabilitation systems (Fan et al. 2014).

3.3 Communications

Hardware devices involve very diversified specifications in
terms of communication, computation, memory, and data stor-
age capacity, or transmission capacities. An IoT application
consists of many types of devices. All types of hardware
devices should be well organized through the network and be
accessible via available communication. Typically, devices can
be organized by gateways for the communication purpose over
the Internet.

IoT can be an aggregation of heterogeneous networks, such
as WSNs, wireless mesh networks, mobile networks, and
WLAN (Chi et al. 2012). These networks help the things in
fulfilling complex activities such as decision-makings, compu-
tation, and data exchange. In addition, the reliable communi-
cation between gateway and things is essential to make a
centralized decision with respect to IoT. The gateway is capa-
ble of running the complicate optimization algorithm locally
by exploiting its network knowledge. The computational com-
plexity is shifted from things to the gateway; the global optimal
route and parameter values for the gateway can be obtained.
This is feasible since the size of the gateway domain is in the
order of a few of tens in comparison with the sizes of things.

Hardware capabilities and the communication require-
ments vary from one device type to another. The things in

IoT can have very different capabilities for computation,
memory, power, or communication. For instance, a cellular
phone or a tablet has much better communication and com-
putation capabilities than a single-purpose electronic product
such as a heart rate monitor watch. Similarly, things can have
very different requirements of Quality of Service (QoS), in
particular, in the aspects of delay, energy consumption, and
reliability. For example, minimizing the energy use for
communication/computation purposes is a major constraint
for the battery powered devices without efficient energy har-
vesting techniques; this energy constraint is not critical for the
devices with power supply connection.

IoT would also greatly benefit from the existing protocols
in Internet such as IPv6 (Pretz 2013). The commonly used
communication protocols and standards include:

& RFID (e.g. ISO 18000 6c EPC class 1 Gen2),
& NFC, IEEE 802.11 (WLAN), IEEE 802.15.4(ZigBee),

IEEE 802.15.1(Bluetooth)
& Multihop Wireless Sensor/Mesh Networks
& IETF Low power Wireless Personal Area Networks

(6LoWPAN)
& Machine to Machine (M2M)
& Traditional IP technologies, such as IP, IPv6, etc.

The details of the communication technologies can be
found in Table 2.

3.4 Networks

There exist a lot of cross-layer protocols for Wireless
Networks (ETSI 2013; IERC 2013), Wireless Mesh
Networks (WMNs) (Fleisch 2013) or Ad Hoc Networks
(AHNs) (Marry 2013). However, they cannot be applied to
the IoT due to several reasons. First, the heterogeneity of the
IoT due to the fact that things have largely diversified hard-
ware configurations, QoS requirements, functionalities, and
goals. On the other hand, nodes in aWSN usually have similar
hardware specifications, similar communication require-
ments, and the shared goal. Second, the Internet is involved
in the IoT, from which it inherits a centralized and hierarchical
architecture. In comparison, WSNs, WMNs and AHNs have
relatively flat network architectures: nodes in these networks
communicate in a multi-hop fashion and the Internet is not
involved.

3.5 Service management

Service management refers to the implementation and man-
agement of the services that meet the needs of users or
applications. SoA can promote the encapsulation of services.
Encapsulation allows the details of services, such as the im-
plementation and the protocols, be hidden behind the
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instances of services. SoA allows applications to use
heterogonous objects as compatible services. On the other
hand, the dynamic nature of IoT applications requires that
IoT can provide reliable and consistent service; it can benefit
from an effective service-oriented architecture to avoid fail-
ures from dislocations of device or death of battery.

3.5.1 Dynamic services composition

As reported in (Deng et al. 2010), the Open Services Gateway
initiative (OSGi) platform provides a dynamic SOA architec-
ture, which is capable of supporting smart services. The
successful applications in the software industry have shown
the effectiveness and modularization of OSGi in diversified
areas such as mobile apps, plug-ins, and application servers.
For IoT, the service composition based on the OSGi platform
can be implemented by Apache Felix iPoJo.

3.5.2 Services management architecture

There is a variety of service management architecture contrib-
uting to IoT, such as the IBM’s architecture with an RFID
edge controller. Gama et al. (2012) proposed the service
architecture based on RFID readers and sensors.

3.5.3 Recognizing and performing services

IoT is service-oriented and the mandatory subset of the future
Internet – every virtual and physical object can communicate
with other objects providing seamless services to other ob-
jects. Millions of devices in IoT need to be mutually interop-
erable. SoA makes it possible for every object to offer its
functionalities as standard services. To organize the services
that the real objects provide, each service can be identified
uniquely by a virtual element in IoT. Figure 5 shows a real
object and its virtual representation in IoT (Malatras et al.
2008).

In IoT, services can be created and deployed via the follow-
ing steps (Kranenburg and Anzelmo 2011): (1) developing the
services composition platforms; (2) abstracting the functional-
ities and communication capabilities of device; (3) providing a
common set of services. Services identify the management,
which involves the context management and object classifica-
tion. IoT creates a mirror image for each real object in such a
way to make re-creation of synchronization available.

A service in IoT can be seen as a collection of data and
associated behaviours to accomplish a particular function or
feature of a device or portions of a device. In general, the
services can be categorized into two types: primary service
and secondary service. The former denotes services that ex-
pose the primary functionalities at a node, which can be seen
as the basic component of services and can be included by
another service. A secondary service can provides auxiliary
functionality to primary service or other secondary services. A
service may utilize other primary or secondary services and/or
a set of characteristics that make up the service (Bluetooth SIG
2014; Li et al. 2012a, b). In IoT, each service may consist of
one or more characteristics, which defines attributes of ser-
vice, such as data structure, permission, descriptors, etc.

In the newly released Bluetooth SIG specification, a ser-
vice can be well described with XML language for easy
exchanges with other middleware. An example of “Health
Thermometer Service” is illustrated below. The service pro-
vides the measurements of the health thermometer by an
UUID (0x1809) as shown in Fig. 6 (Bluetooth SIG 2014; Li
et al. 2012a, b; Li et al. 2014a, b); and it is unnecessary for the
user to know how the measurement data is acquired.

The characteristics of a service include three components
(Bluetooth SIG 2014; Li et al. 2012a, b):

& Declaration describes the properties of characteristic value
such as reading, writing, indicator, as well as the value
handles and types.

& Assigned values for properties.

Table 2 Communication
technologies in IoT Communication Protocols Transmission rate Spectrum Transmission range

RFID 424 kbps 135 Khz >50 cm

13.56 MHz, >50 cm

866–960 MHz >3 m

2.4 Ghz >1.5 m

NFC 100 kbps–10 Mbps 2.45 GHz

ZigBee 256 kbps/20 kbps 2.4 GHz/900 MHz 10 m

Bluetooth 1 Mbps 2.4 GHz 10 m

BLE 10 kbps 2.4 GHz 10 m

UWB 50 Mbps Wide range 30 m

WiFi 50–320 Mbps 2.4/5.8 GHz 100 m

Wi-Max 70 Mbps 2–11 GHz 50 km

UMTS/CDMA/EDGE/MBWA 2 Mbps 896 MHz ∼
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& Descriptor provides accessary information about the
characteristics.

Table 3 shows an example of the characteristics of a
service.

3.5.4 Integration of service technologies

The service-oriented IoT extends existing architecture of IoT
with unique service-oriented characteristics (Viriyasitavat, Xu
and Viriyasitavat 2014a, b; Xu and Viriyasitavat 2014). The
knowledge about services in such architecture must be repre-
sented appropriately to support discovery, detection, classifi-
cation, composition, and testing.

As mentioned above, Fig. 3 has shown the architecture of
IoT, which contains four layers: interface layer, application
layer, network layer, and sensing layers. (1) The interface
layer provides interface to external applications, services,
etc.; (2) The application layer provides the functionalities that
are built on top of an implementation of the IoT. The applica-
tion layer is connected with the process modelling compo-
nents for IoT-aware business processes; the processes can be
executed in the process execution components; (3) The

network layer contains three basic components: service entity
arrangements, virtual entity and information, and resources.
The arrangement and access of services to external entities and
services is organized by the service entity arrangements com-
ponent. The virtual entity (VE) component is functioning to
associate VEs with relevant services; it is also a means to
search for such services. The resources module provides the
functionalities required by services for processing information
and notifying application software and services about events
related to resources and virtual entities; (4) Sensing layer
involves sensing devices, such as RFID tags, sensor nodes,
etc., that can record, collect, and process observations and
measurements. The network layer is able to access the sensing
layer with device-level API, which provides data exchanges
between the applications in the real world.

3.6 Security and privacy

For IoT, security and privacy are two important challenges. To
integrate the devices of sensing layer as intrinsic parts of the
IoT, effective security technology is essential to ensure secu-
rity and privacy protection in various activities such as per-
sonal activities, business processes, transportations, and

Fig. 5 Objects mapping in IoT

Fig. 6 An illustrate example of
service in IoT
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information protection (Tan et al. 2013; Wang et al. 2013;
Xing et al. 2013). The applications of IoTmight be affected by
pervasive threats such as RFID tags attacks and data leakage.
In RFID systems, a number of security schemes and authen-
tication protocols have been proposed to cope with security
threats. For example, Juels proposed the method of “block
tag’ to prevent the unauthorized tracing (Juels 2006). On the
other hand, low-cost symmetric-key cryptography algorithms,
such as Tiny Encryption Algorithm (TEA) and Advance
Encryption Standard (AES), have been proposed to protect
data exchange. Besides, the low-cost RFID tag has imple-
mented some asymmetric key cryptography algorithm such
as Elliptic curve cryptography (ECC) to security. On the other
hand, the security protocols developed for WSN can be inte-
grated as an intrinsic part of IoT. The following two aspects
require further study: (1) The adaption of the existing Internet
standards for interoperable protocols; (2) the security assur-
ance for composeble services. The challenges in security and
privacy protection are summarized as resilience to attacks,
data authentication, access control, and client privacy.

4 Applications

IoT enables information gathering, storing and transmitting be
available for things equippedwith the tags or sensors. The tags
have been widely used in supply chain management,
manufacturing, environmental monitoring, retailing, smart
shelf operations, healthcare, food and restaurant industry,
logistic industry, travel and tourism industry, library services,
and many other areas (Bi et al. 2014; Cai et al. 2014; Fang
et al. 2014; Xu et al. 2014).

The IoT is of high importance to economy and society (Li
et al. 2012b). To accelerate the applications of IoT, the devel-
opment of IT infrastructure plays a key role (Xu et al. 2012a, b).
It can be foreseen that the IoTwill greatly contribute to address
the social issues such as, healthcare monitoring, daily living
monitoring, and traffic congestion controlling. IoT makes the
interconnected of things amplify the profound effects.

Currently, IoT has already been deployed in many areas
successfully:

& For users, a large number of hardware and software com-
ponents (RFID tags, mobile phones, social networks, and
mobile apps) have been developed for the consumers that

allow users to access additional information regarding
products.

& For manufacturers, an increasing number of products are
made with unique identification technologies, such as
barcodes, RFID tags, intelligent sensors on personal elec-
tronic devices, and home appliances. These identification
technologies make products be monitored and tracked in
their life cycles.

& It can increase the effectiveness of traditional industries by
introducing new data exchange and processing
techniques.

4.1 Industrial applications

IoT is able to improve the business transactions with smarter
service networks, which will significantly improve the effi-
ciency of real-time information processing and manage fine-
grained applications, such as online-payment, critical data
storage, aggregated QoS, and associated performance
indicators.

IoT can reduce the gap between components in current
digital economy, where services-centric economy is realized
through networking transactions. Meanwhile, the business
model can benefit from the IoT at the levels of intra- and
inter-organizations. Enterprises using IoT can benefit from
competitive products, more profitable and greener business
models, optimized resources, and real-time information pro-
cessing. The globally connected IoT can provide enterprises
with the integrated service networks such as the example
shown in Fig. 3. Manufacturers could be benefited, IoT en-
ables the business partners to seamlessly integrate the enter-
prises resources (Table 4).

4.2 Social IoT (SIoT)

Recently the idea that integrates IoT with social networks has
been proposed (Atzori et al. 2011) and a new paradigm
“Social Internet of Things (SIoT)” is proposed to describe a
world where things around human being can be intelligently
sensed and networked. SIoT can perform things and service
discovery effectively and improve the scalability of IoT sim-
ilar to human social networks. The privacy and protection
technologies used in social networks can be implanted into
IoT to improve the security of IoT.

The concept of SIoT was motivated by popular social
networks over the Internet (Social Internet of Things; Li
et al. 2012a, b): Facebook, Twitter, and micro-blog; these
networks are permeating people’s daily life. Therefore, SIoT
has attracted a great deal of attentions from the scientists and
researchers in E-business, E-learning, sociology, psychology,
and networking. The homophily (Fielding and Taylor 2002)
method is proposed to establish higher levels of trust; it can be

Table 3 Characteristics of a service (Bluetooth SIG 2014)

Handle Type Permissions Value

39 0X2800 (Service UUID) Read E0:FF

40 0X2803 (Characteristic UUID) Read 10:29:00:E1:FF
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helpful to optimize relationships among things (EPCglobal
2013; Li et al. 2012a, b). Marry (2013) and Welbourne et al.
(2009) discussed the combination of social relationships into
the future Internet.

Hernandez-Castro et al. (2013) discussed the integration of
IoT and existing social networks (such as Facebook, Twitter,
etc.). Fielding and Taylor (2002) investigated the potential of
SIoT to support novel applications and networking services.
In Fig. 7, an integration scheme of social networking into IoT
is described and the system architecture for implementation an
SIoT is given.

4.3 Healthcare applications

Healthcare is an important application area of IoT (Xu, Xu,
Cai et al. 2014). IoT is adopted to enhance service quality and
reduce costs. A number of medical sensors or devices are used
to monitor medical parameters such as body temperature,
blood glucose level, and blood pressure. Advances in sensor,
wireless communication, and data processing technologies are
the driving force for implementing IoT in healthcare systems.
The emerging wearable body sensor networks (WBSNs) were
developed to monitor patient activities or medical parameters
continuously (Miorandi et al. 2012). The IoT might provide
healthcare systems with the interconnection of such heteroge-
neous devices to obtain a comprehensive picture of health
parameters.

IoT can be used to improve the current assisted living
solutions. The medical devices that connected to IoT include
medical sensors and wearable sensors. These sensors can be
used to gather the healthcare information and transmit to
remote medical centres. IoT with wearable biosensors has
been applied in monitoring patients, tracking daily activities,
and caring elderly. It can be foreseen that the IoT with intel-
ligent medical sensors will enhance the quality of life signif-
icantly and prevent the occurrence of health problems. As a

Table 4 Industrial Applications of IoT

Industrial Deployment Applications

Logistics and SCM (Supply Chain)
Management

Goods Position Monitoring;

Theft prevention;

Container monitoring in SC;

SC events monitoring

Access control NCFAccess control system;

E-home;

Security infrastructure

Control of industrial processes Intelligent Quality control system;

Fig. 7 Architecture for the Social IoT
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matter of fact, low cost medical sensors can be connected with
other things in IoT wirelessly; it becomes feasible to develop
implantable sensors to monitor health conditions of patients.
For example, the BLE-based technologies are applied to con-
nect things in our daily lives such as smartphones, body
sensors, home appliances and personal computers for the
applications in healthcare, fitness, security, and home
entertainment.

On the other hand, the rapid development of mobile de-
vices and health applications creates a huge market for the
application of IoT. Individual mobile health applications have
been developed to serve healthcare tasks such as the measure-
ment of blood pressure or recording of blood glucose (Peris-
Lopez et al. 2006). A new concept named as ‘Health Internet
of Things (HIoT)’ was proposed to exploit sensor technolo-
gies and wireless networks in monitoring medical conditions
(Jara et al. 2013; Vilamovska et al. 2012).

4.4 Infrastructure

IoT has also been developed in many infrastructure areas:
smart cities, environmental monitoring, and smart homes
and building. In smart buildings, IoT is used to improve the
quality of building and reduce wastes. The term ‘Smart Cities’
has been proposed as a cyber-physical ecosystem with intel-
ligent sensors and novel services citywide. For example, the
‘Sensing China’ project was launched in China in June 2010.
After the completion of the project, it was anticipated that
everything would have an identification tag that could broad-
cast the information to Internet. People could track the usage
of the things and monitor any variables or objects; the collect-
ed data can be utilized to reduce wastes and costs (Fielding
and Taylor 2002). The successful deployment of IoT in
a community or even a city can be foreseen.

4.5 Security and surveillance

In a virtual model of IoT, every physical object can find a
responding counterpart that can provide services to users.
Each object should be well addressed and labelled in IoT.
However, the interconnections among things might bring
unprecedented security issues (Roman and Lopez 2009);
strong security protection is necessary to avoid attacks and
malfunctions. In traditional networks, such as Internet, secu-
rity protocols and privacy assurance are widely used to protect
privacy and communication. However, the security tech-
niques applied in the conventional networks are insufficient
to IoT (Kang et al. 2014). Existing security protocols and
mechanisms should be improved before they can be readily
applied in IoT.

On the other hand, the legal and technical framework is
also necessary. Due to the dynamics, uncertainties and com-
plexity of IoT, protecting thousands even millions of

intelligent things is a very challenging task. Besides, the
heterogeneity greatly affects the security protection of net-
works that might suffer treats. Things may be under multiple
threats such as data leakage and threats from external net-
works. Therefore, security technologies should provide the
strong protection for all levels of system components at all
stages: from sense layer to interface layers, from identification
to service provision, and from RFID tags to IT infrastructure.
In other words, information should be secured from the be-
ginning of its existence to the end of its life cycle.

Information privacy is one of the most sensitive subjects
for IoT. The need of easy accessibility of data brings the
challenge to protect the information in the personalized ser-
vices. To design the privacy protection mechanism, some
factors should be taken into considerations. For example, the
stage of use authentication involves the developments of
access control and trust management (Fielding and Taylor
2002; Frenken et al. 2008; Hepp et al. 2007).

5 Open problems and future directions

5.1 Technical challenges

Although significant research efforts have been made for the
development of IoT, there still are several major challenges:

(1) Design an SoA for IoT is still a big challenge, in which
service-based things might suffer in terms of their per-
formances including cost. In addition, the automated
service composition based on the requirements of appli-
cations is still a challenge.

(2) From the viewpoint of network, IoT is a very complex
heterogeneous network, which includes the connections
among various types of networks through various com-
munication technologies. The devices and methodolo-
gies for addressing things management is still a
challenge.

(3) From the viewpoint of service, lacking of a common
accepted service description language makes the services
incompatible in different implementation environments.
In addition, a powerful service discovery and searching
engine should be very helpful to advance IoT
technology.

(4) The IoT is taking place in an ICT environment and could
be affected by all connected things. It is a challenge to
integrate IoT with the current ICT systems.

5.2 Standardization

Standardization plays a key role in the development of IoT.
The standardization of IoT aims at lowering the entry barriers
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to the new service providers and users; standardization can
improve the interoperability and allow products or services to
compete better at a higher level (Jiang et al. 2012a, b, 2013).
However, the rapid growth of IoT makes the standardization
difficult. The specific issues of IoT standardization include
interoperability, radio access level issues, semantic interoper-
ability, and security and privacy issues. The open standards of
IoT, such as security standards, communication standards and
identification standards, might be several key enablers for the
expansion of the IoT technologies.

5.3 Security and privacy protection

The social acceptance of the new IoT technologies and ser-
vices will strongly rely on the trustworthiness of information
and protection of private data. Although a number of projects
have been developed for security and privacy protection, a
reliable security protection mechanism for IoT is still in de-
mand for data confidentiality, privacy, and trust (Zheng et al.
2014a). Technically, the following issues should be addressed:
(1) the definition of security and privacy from the social, legal
and cultural perspectives; (2) the trust mechanism; (3) the
communication security; (4) the privacy of communication
and user data; and (5) security of services and applications.

5.4 Innovation in IoT environment

IoT is a complex network that might be managed by a number
of stakeholders, where services should be provided publically.
Therefore, open and new services or applications should be
supported without creating excessive burdens for the market
entry or other operation barriers. In addition, the cross-domain
systems supporting innovation are still lacking.

5.5 Development strategies

IoT has been developed in different regions and nations in
three main strategies:

& Opportunity investment strategy. In the nations such as US,
the short or mid-term return on investment drive the devel-
opment of smart energy, smart cities, and RFIDs. Through
the social media network, a number of services and appli-
cations such as location-based services, augmented reality,
and smartphones, are guiding the development of IoT.

& Stakeholder strategy. In the regions such as EU, a number
of short-term (4–5 years) IoT projects are launched by the
public-private partnerships investments. This strategy is
cost-efficient and convenient, and has been widely used in
some IoT applications such as healthcare, automotive,
home appliances, and so on.

& Integrated strategy. In developing countries such as China,
the IoT infrastructure, software, services/applications are

integrated. China is focusing on the IoT based on the
integrated view, and a number of state supported projects
have been launched, such as “Sensing China” that inte-
grate IoT fully into its IT infrastructures.

Although it is not yet clear which strategy is more efficient,
all of them can promote IoT and its applications. However,
how to synergize the strengths of available resources at a
strategic level possesses another challenge.

6 Summary

In the past few years, IoT has been developed rapidly and a
large number of enabling technologies have been proposed.
The IoT has been the trend of the next Internet. This paper has
surveyed recent progresses on IoT from the perspective of
enabling technologies. In particular, the role of SoA in IoT has
been introduced and related enabling technologies to imple-
ment SoA have been discussed. Existing applications of IoT
have been classified into business, social networks,
healthcare, infrastructure, and security and surveillance.
Finally, open problems and challenges related to IoT have
been discussed.
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